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0. BBegeHue

BBepeHune

CeTeBoM wWnto3 e-Gateway ona gomalluHen ceTu Ha 6a3e nnaTgopmbl Linux MMeEeT MNONHOLIEHHYHO
dyHKUMOHaNbHYO NOAAEPXKKY ceTeBbIX cepBucos IP-Tenedonunn. MNonb3oBaTtenu moryTt
BOCMONb30BaTbCA crneynanbHbiM CEPBYCOM yrNpaBrneHus Ha BeD-cepBepe Wi BbINMOMHUTE HACTPONKY
KOHUrypaLmm cuctembl, UCNonb3ys nokKanbHbIA JOCTYM.

IP-tenedoH/CmaptdoH Ha 6a3e Android MnaHweT 7 gtoiiMoB
’D YnaneHHblit [OCTYN K Wriody e-Gateway yepe3 3G \:’ TNokanbHbIi AocTyn k e-Gateway Yepe3 Wi-Fi
36 \\\ IP-Tenedon/CmapTdhoH Ha 6ase Android
H MapLupyTusatop Wi-Fi H | IokanbHbIit [OCTYN K Wrko3y e-Gateway yepes Wi-Fi
I WAl Lan o
ﬂ_ L R0
ADSL
WHTepHeT
CraTnyeckuin Unn guHaMuyeckuin LWnios e-Gateway (IP-5858)

IP-agpec

1

)
s

IP-TenedoH (IP-2032)

0
Cucrema 6esonacHocTu ji
CTOPOHHEN opraHu3auum C‘:D
MoHuTop gomodoHa Bbi3biBHas naHemnb
10 aroiimos (IP-5858) pomochoHa (IP-581x)

Be6-nopTtan e-Gateway

Peructpauus Ha Beb-cTpaHuue:
Default IP (IP-agpec no ymonyanuio): 192.168.0.10
Account (Y4yeTHas 3anucb): admin

Password (Maponb): admin

B neBon 4yactu okHa nepeuncrieHbl ocHoBHble yHKLmK: "Device Info" (CBegeHus o6 yctponctse),
"Settings" (Hactpowiku) n "System Management" (YnpaBneHue cucremon).
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e-Gateway

(IP nHTepkom)

Device Info (CBepgeHus 06 ycTponcTae)
- Status Overview (MHdopmaLmsa 0 COCTOAHMM)
- DHCP Client List (Cnucok knueHtoB DHCP)

- System Log (CncTeMHbIV XXypHan)

Settings (HacTpownkn)

- LAN (IlokanbHas ceTb)

- WAN (I'mobaneHasi ceTb)

- Unit Pairing (ConpspkeHne ycTponcTs)

- VolIP Call (VolP-BbI3oB)

- Outdoor Unit (BbisbiBHas naHenb AomModoHa)
- Access Card (KapTtbl goctyna)

- Port Forwarding (lMepeHanpasneHne noptoBs)

System Management (YnpaBneHue cuctemomn)
- Basic Settings (OcHoBHbIe HacTpoVikn)

- Configuration File (®aiin koHdurypaumm)

- Certificate Update (O6HoBReHWe cepTudmnkara)

- Firmware Update (OGHOBREHne npoLumekm)

- Unit Update (O6HOBMNEHME NPOLLMBKA YCTPOWNCTB)

- Log Level (YpoBeHb BeaeHUs xXypHana)
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1 Device Info (CBegeHus o6 yctpouctae)

Mog 3aronoekom "Device Info" HaxoaaTcs cebinkm Ha cTpaHuubl: "Status Overview" (OnucaHne
craryca), "DHCP Client List" (Cnncok knmeHtoB DHCP) 1 "System Log" (CuctemHbIn XXypHan).

1.1 Status Overview (UHcpopmaLmusa o cocTossHUN)

Monb3oBaTenb MOXET NPOCMOTpPETb OCHOBHbIE CBEAEHNA N NMPOBEPUTL CETEBLIE HaCTDOIZKI/I.

Status Overview of e-Gateway

> Status Overview

System Info

> DHCP Client List

Firmware Version v0D.3.231_r3275_2013-01-07 (Jan 7 2013)

> System Log

System Up Time 0 days, 2 hours, 23 minutes

SIP Registered Clients 100

WAN Network

Connected Type DHCP

WAN IP Address 192.168.1.100

Subnet Mask

255.255.255.0

Default Gateway 192 168.1.1
Primary Domain Name Server 192.168.1.1
Secondary Domain Name Server =

MAC Address 00:19:15:D2:CF:74

LAN Network

1.2 DHCP Client List (Cnucok knmeHtoB DHCP)

Ha atown cTpaHuue cobpaHbl cBeaeHns o knueHtax DHCP.

DHCP Client List

> Status Overview
You could monitor DHCP clients here.
> DHCP Client List

DHCP Clients

> System Log
Hostname(optional) MAC Address IP Address Expires in

00:19:15:08:38:C7 192.168.0.209 21:35:54
Ax10-0BOFOp 00:1F:.C6:E0:E4:7TA 192.168.0.181 21:36:15
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1.3 System Log (CucteMHbIN XypHan)

Monb3oBaTenb MOXeT npocMaTpmBaTb CMMUCOK coobLieHnn B XypHane CUCTeMHbIX cobbITun.

System Log

> Status Overview
Check the system log of e-Gateway

> DHCP Client List SRR g ool g e

s System LOg Jan 10 2 ) user.inf T -
Jan 1 s : creating file "dewvices
Jan 1 0 =32 ing file "0017
dan 1 132 USE bus regis assigned bus
Jan 1 +32 . io mem 0x00000000
Jan 10 0:32 by
Jan 1 0 132
Jen 1 232
Jan 1 0 132 : usbl:
Jan 10 132 : usb usbl:
Jen 1 0 132
Jan 1 132
Jen 1 232 : usk usbl: u
Jan 1 00:00:32 1: usb usbl: n from 1 choice
Jan 1 00:00:32 : usbh usbl: add #1, interface 0
Jan 1 232 : usb_probe_.
Jan 10 132 0: usb_probe i --got id
Jen 1 132 USE hub found
Jan 1 0 i .in nel: 1 port decected
dan 1 132 r.debug kernel: F : stendalone hub ~
< | b

2 Settings (HacTtpounkmu)

B meHto "Settings" BxogaT cneaytowwme Hactporku: "LAN" (JTokanbHasi ceTb), "WAN" (ImobGanbHasi
ceTb), "Unit Pairing" (ConpsixeHune yctponcTts), "VolP Call" (VolP-BbizoB), "Outdoor Unit" (Bbi3biBHas
naHenb gomodoHa), "Access Card" (Kaptel goctyna) u "Port Forwarding" (lMepeHanpaBneHue nopTos).

2.1 LAN (JlokanbHas ceTb)

OTa cTpaHuua npeaHasHadeHa ans HaCTPOWVKM NOKaNbHOW CeTU, Kak NMoKasaHo HUXe:

Local Area Network (LAN) Settings
You may enable/disable networking functions and configure their parameters as your wish
LAN Setup
> WAN
o P Address | 192 168.0.10 |
» Unit Pairing -
Subnet Mask | 255.255.255.0
> VolP Call 225260 | —
= MAC Address 00:0C:43:30:52:77
» Outdoor Unit —
DHCP Type | Server |»
> Access Card : -
= Start IP Address 192 168.0.11
» Port Forwarding | |
End IP Address | 192.168.0.254 |
Subnet Mask | 255.255.255.0 |
Primary DNS Server | 102 168.0.10 |
Secondary DNS Server | |
Default Gateway 100 1653040 | X
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2.2 WAN (M'mobanbHas ceTb)

OTa CTpaHuua npegHa3HavyeHa ansa HaCTp0l7|KVI rnobanbHOM CeTn, kKak NoKa3aHO HUXE:

Wide Area Network (WAN) Settings (HacTtponku rmobanbHomn cetn).
Ykaxute Tnn nogkntodeHms kK WAN-cetu n gpyrme Heobxogmmble OaHHbIE.

MAC Clone (Knonuposanne MAC-agpeca). "Enable" — ncnonb3oBartsb, "Disable" — He ncnonb3oBarb.

Remote Access (YaaneHHbI goctyn).

Cnyxnt anga orpaHudeHuns goctyna k Beb-ctpaHuuam Yepe3 WAN-nopt. "Enable" — ncnone3sosars,
"Disable" — He ncnonb3oBaTb yHKUUN.

Secure HTTP (3awmwenHbin HTTP). Ykaxute, paspelueH nv yaaneHHbli 4OCTyn K Be6-cTpaHmuam,
ncnonb3yowmm npotokon HTTP Secure (HTTPS).

Normal HTTP (O6bl4HbIn HTTP). YKaxuTe, pa3peLleH Nv yaaneHHbI 4oCTyn K Be6-cTpaHuLam,
NCNOMb3yHLWMM 00bIYHbIA NpoTokon HTTP.

SMP. YkaxunTe, paspeLueH Ny yaaneHHbln 4oCTyn Anst CMapTgOHOB.

Wide Area Network (WAN) Settings

You may choose different connection type suitable for your environment. Besides, you may also configure

> LAN parameters according to the selected connection type.
> WAN Wide Area Network (WAN) Settings
> Unit Pairing WAN Connection Type: | DHCF (Auto config) |+ |
> VoIP Call
DHCFP Mode

> Qutdoor Unit
Hostname(optional) [
> Access Card -

MAC Clone

> Port Forwarding

Enabled | Disable v |

Remote Access
Secure HTTP | Enable » |

Normal HTTP [ Enable |
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2.3 Unit Pairing (ConpsixxeHne ycTpoucTB)

Onsa nenonb3oBaHusa oyHKUMK "MIHTepkom" HE0BX0AMMO YCTaHOBUTL CBA3b MEXAY BbI3bIBHOM
naHenblo 4OMoOoHa, MOHUTOPOM U cMapTdoHamu Yepes w3 e-GW. MNapameTpbl, Heob6Xx04MMbIE
OIS CONpPShKEHMsT BCEX 3TUX YCTPOMCTB, 3a4atoTcs Ha aTon cTpaHumue. (Mpoueaypa conpshkeHus
noapo6HO onucaHa B KpaTKOM pyKOBOACTBE.)

) IlllIAN
¥ Linit Pairing

» ValP Call

» Caliout Seiting

» Outdoor Unit
» Access Card

» IP Camera

1. MoHuTOp, BbI3bIBHAs MaHenb AOMOMOHa U CMapTOH JOMKHbI ObITb MOAKIMIOYEHbI K LLUI03Y e-
Gateway. [1nsa kaxgoro ycTponcTea cuctema HasHaunT Homep v napornb. (CMapTdOoHbI NonbL30BaTenu
OOMKHbl 4O6aBNATb BPY4HY0.) MNocne 3Toro nonb3oBaTerb MOXET NPUCTYNUTb K COMPSXKEHNIO
yCTpOMUCTB, ncnonb3ys nx MAC-agpeca.

2. Bbibepute Ha cTpaHuue ycTponcTeo u HaxxmuTe "Edit" (PegaktupoBats).
- Name (Mmg). YkaxuTe umsa no cBOeMy enaHuio.

- Type (Twn). Tun yctponctea: Indoor Phone (Monutop gomodpoHa), Outdoor Phone (Bbi3biBHas
naHenb gomocdoHa), Smart Phone (CmapTdoH).

- Account (YueTHas 3anucsk). Ykaxute Homep B agnanasoHe ot 100 go 105, He npuHaanexaiimmn
Opyromy ycTponcTBy.

- Password (Maponk). lameHuTe naposnb cornacHo cBOMM TpeboBaHUAM.

Umnit Information

Marme
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3. lNMpwu peructpaunm cmapTdoHa Ha wno3e e-Gateway yepes WiFi nnm 3G nonb3oBaTtenb AOMKeEH
HaxkaTb kHomnky "ADD" (Jo6aBuTb), 4TOObI CO30aTh HOBYHO 3anuchb B Tabnuue.

4. lMocne Toro kak Bce AaHHble OyayT oTpeaakTnpoBaHbl, Haxmute "SAVE" (Coxpanntb) n "START
PAIRING" (Ha4aTb npoueaypy conpsbkeHust).

= ConpskeHue BblI3bIBHbIX NaHernen AoModoHOB. HaxxumaTtb KHOMKY AoModoHa B TeveHne 30
Ccexk.

" COI'Ipﬂ)KeHVIe MOHUTOpPa D,OMO(bOHa. Ykaxute agpec cepsepa, y4eTHYH 3anucb 1 naposb and
3aBepLlieHuna npouenypbl CONnpAXXeHnd yCTpOVICTB.

= ConpsikeHne cMapTOHOB. YKaXnTe y4eTHYI0 3anncb, naporbs 1 agpec cepsepa. Kpome Toro,
ans vcnonb3oBaHusa 3G Heobxogmmo ykasatb IP-agpec WAN-uHTepderica Wi-Fi
MapLupyTusatopa Ans 3apermcTpupoBaHHOro cMapTdoHa.

MAC Address 48 5 B0 a2 Bd 2

5. B cny4ae ycnelwHon pernctpaumm B konoHke "Status" (Ctatyc) nosisnserca Haanmck "Connected"”
(MopakntoyeH).

Unit Pairing Infermation

Linlt Palring Information
Hama Type Account  Password MAC Addrass Status Samct

Diutddaar L 0019 15 e S007 Connected

Outdoor Unit 101 00 18:15.cc. 5008 Connected O
10° IDF ndoor Phone 102 102 00 18: 15 1d:53 Connected
T IDP ndoar Phang o3 103 A8:5d:60.a3:8d4 11 Connected ]
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2.4 VolP Call Setting (HacTtponku VolP-Bbi3oBa)

Mpu conpsiKeHWN KIMEHTCKOro yCTPOMCTBa (MOHUTOPa AOMOGOHa, CMapTdoHa) COo L30M e-
Gateway 9TO YCTPOWCTBO aBTOMaTU4YECKN [OBABNAETCA B rpynny Bbi3bIBHLIX YCTPOWCTB. YCTPONCTRA,
BXOAsLMe B 3Ty rpynny, OyayT 3BOHUTb NPY HAXaTUKU Ha KHOMKY BbI3bIBHOW NaHenun gomogoHa. Ecnin
ybpatb oniaxKok, TO NPV HaXKaTuM Ha KHOMKY JOMOMOHa YyCTPOMCTBO 3BOHMTL He ByaerT.

VolIP Call Settings

Ring Group Settings
10" IDP. (102) 7 IDP (103)

Apply

2.5 Outdoor Unit (Bbi3biBHas naHernb)

OTa CTpaHula npeaHa3Ha4veHa ond HaCTDOIZKVI napameTpoB BbI3bIBHOW NaHenu.

HacTpoiku BbI3bIBHOW NaHenu:
1. Start Time/ End Time (HauyanbHoe/KoHeuHoe Bpewmsi). Bpemsi paboTbl HOYHOW NOACBETKMN.

2. Open Time (Bpemsi oTKpbITUS). ANUTENBbHOCTb OTKPLITUS ABEPU (MCeEK) Npy cpabaTbiBaHUM pene
OOMoOoHa.

3. Ring Time (OnutenbHOCTb BbI3oBa). HacTpoka ANUTENbHOCTM BbI30BA.

Volume Control (Perynstop rpomkocTth).
PerynupoBka rpoMKoCcTV AUHamMuka n MMKpooHa Ha BbI3bIBHOW NaHenu gomodoHa.

Third Party Integration (MHTerpauus ¢ TpeTben CTOPOHON).

Monb3oBaTenb MOXET caenaTth 3anpoc ANs OTNpaBKM cMrHana B cuctemy obecneveHust
©e3onacHOCTN CTOPOHHEN OpraHn3aLun B criyvyae BO3HUKHOBEHMWSI TPEBOXXHOIO COOLITUSI Npu paboTte
JOoModoHa.
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Outdoor Unit Settings

Outdoor Settings

Tyoe. | Status Start Time Stafr‘t Time  End Time EnFi Time Open Time Ring
> WAN | {(hour}) {minute) (hour) (minute} (ms) Time(s)
> Unit Bairing Front | Closed |[ 18| |[0 ] 6 @| |[o®] 500 | |[204]
s VolP Call Back |Closed |[18M| |[[o ™| |[6 ®| |[o ®] |[s00 ™| |[208]
> Qutdoor Unit o
3 Akcess Card Volume Control
> Port Forwarding Type Speaker Volume WMIC Volume

Front |_5_:\ |E|

sac 58 o9

Apply
Third Party Integration v

2.6 Access Card (KapTbl goctyna)

3apernctpupynTte kapTbl RFID n oTpegaktupynte HeOOXoaMMble AaHHbIE.

Begin (Hauatb). HaxxmuTe 3Ty KHOMKy A5is Toro, 4tobbl Hayatb pernctpauuio kapt RFID.
Monb3oBatenb gomkeH npunoxntb RFID-kapTy K BbI3bIBHOM naHenu gomodoHa. B cnyyae
YCMELIHOro CYNTbIBaHNA MHGOpMaLMs O kapTe nosieutcsa B Tabnumue "Card List" (Cnncok kapT).

End (3akoHunTb). HaxxmuTe 3Ty KHOMKY A5 TOro, YToObl 3aKOHUMTb PEerncTpaLmio kapT.

Edit (PegaktupoBarth). [NpoBepbTe naeHTUMKaLNOHHbIM HoMep KapThl (ID) n Haxmute "Edit", 4Tobbl
OoTpenakTMpoBaTh AaHHbIE.

Delete (Yoanutb). NMpoBepbTe naeHTUdMKaLNOHHbIM Homep kapThbl (ID) n HaxxmuTe "Delete”, 4Tobbl
yoanuTb ee.

Access Card Settings

Register Card

> WAN Card List

> Unit Pairing D Type Status Select

» VoIP Call - 04c7a83a062480000000000000000000 Normal Available |

» Outdoor Unit E . :

» Access Card

» Port Forwarding
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2.7 Port Forwarding (MepeHanpaBneHue nopToB)

OTa CTpaHuua CnyxuTt and yCTaHOBKU NpaBusl nepeHanpasrieHnAa NopToB.

You can set and check port forwarding ragulations here.

Rule list
> LAN Mo. | IP | Ext Start Port Ext End Port Protocol Int Start Port Int End Port
> WAN = i s .
> Unit Pairing
Add rule
> VelIP Call
P
> Qutdoor Unit
Ext Start Port
> Access Card
) Ext End Port
> Port Forwarding
Protocol TCP v
Int Start Port

Int End Port

3 System Management (YnpaBneHue cuctemMon)

Ha aton cTpaHuue MOXHO HacTpouTb criegyrowime napameTpsl: "Basic Settings" (OcHoBHble
HacTponku), "Configuration file" (dann koHdwurypaumm), "Certificate Update" (O6HoBneHue
cepTtudumkara), "Firmware Update" (O6HoBneHne npowmeku), "Unit Update" (O6HoBNeHMe cnncka
ycTponcts) 1 "Log level" (YpoBeHb BegeHUs xXypHana).

3.1 Basic Settings (OcHOBHblIe HAaCTPOWKM)

OTa cTpaHuLa CNyxuT Ans HaCTPOMKKN ydeTHOM 3anucu n napons, Hactpoek NTP n DDNS.

Select Language (Bbibop s3blka MeHH0). YKaxuTe A3blK, KOTOPbI OyaeT ncnonb3oBaTbCs No
YMOMYaHuto.

Administrator Settings (HacTtpoiku agmnHuctpatopa). MNonb3oBaTtenb MOXET U3MEHUTb YYETHYHO
3anucb 1 Naporb agMuUHUCTpaTopa.

User Settings (HacTtpowku nonb3oBaTens). [Nonb3oBaTtens MOXeET U3BMEHUTb YYETHYHO 3anuchb u
naporb Arnsi NoceTUTENeN ypoBHS NoNb3oBaTens.

Web Port Settings (HacTtpowikn Be6-nopTta). Ykaxnte Homep nopta Ans goctyna kK Beb-ctpaHuue.
NTP Settings (Hactpowniku NTP). Hactpoiiku cepsepa NTP.
DDNS Settings (Hactporiku DDNS). Hactporiku cepsepa DDNS.
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> Basic Settings
> Configuration File
> Certificate Update
> Firmware Update
> Unit Update

> Log Level

Basic Settings

Language Settings

Select Language

Adminstrator Settings
Account

Password

User Settings

Account

You may configure account and password, NTP settings, and Dynamic DNS settings here.

English VJ
o —

| admin J

3.2 Configuration File Setting (HacTpounku danna koHdpurypaumm)

YT06bl COXpaHUTb HACTPOWMKN CUCTEMBI, X MOXHO 9KCMOPTMPOBaTh B dhaiin koHdurypaumm, a 3atem
BOCCTaHOBMWTb MyTeM MMMOPTMPOBaHWS AaHHOro daina. Kpome Toro, MoXXHO BOCCTAHOBUTL

HaCTpOVIKM no ymMmos4aHuio.

Export Settings (3kcnoptupoBaTte HacTponku). Haxmute "Export" (SkcnopTtupoBaTh), YTOObI
COXPaHUTb HACTPOWKM CUCTEMBI B haine KoHUrypauuu.

Import Settings (MmnopTupoBaTb HaCTPOMKKM). YKaxuTe nyTb Ang darnna KoHUrypauum n HaxmuTe
"Import", 4To6bl BOCCTAHOBUTL COXPAHEHHbIE HACTPOWKM.

Load Factory Defaults (BoccTaHOBUTE HACTPOMKM NO ymMon4yaHuio). BosBpalleHne K 3aBOACKUM
3HaYEeHNsIM CUCTEMHbIX NapameTpoB.

> Basic Settings
» Configuration File
> Certificate Update
» Firmware Update
> Unit Update

> Log Level

Settings Management

or reset them to factory default.
Export Settings
Export Button

Import Settings

Settings file location

Load Factory Defaults

IDP/ODP Load Default

Load Default Button

You might save system settings by exporting them to a configuration file, restore them by importing the file,

| [E=

I Disable v
Load Default |
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3.3 Certificate Update (O6HoBRneHne ceptudukara)

B aTom pasgene nonb3oBaTtenb MOXeT 06HOBUTL cepTudmkat APNS ansa ncnonb3oBaHusa yHKLMM
push-ysegomnexun B 10S.

Certificate Update

Import APNS Certificate

Name | Baycom ‘

Private key password intercomlite

> Basic Settings

» Configuration File
> Certificate Update Certificate file content

» Firmware Update

> Unit Update

> Log Level Key file content

3.4 Firmware Update (O6HOBReHue NpoLUNBKHK)

OTa cTpaHuua npegHa3HaveHa a5is obHOBMEHMsI NPOLLMBKM Wto3a e-Gateway.

Firmware Update

Upgrade the new firmware to obtain new functionality. It takes about 2 minutes to update firmware and be

S — patient please. Caution! A corrupted image will hang up the system

Firmware Updating

Location: | BIEE..

» Basic Settings

» Configuration File

» Certificate Update

Apply

Reboot

» Firmware Update

» Unit Update

» Log Level
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3.5 Unit Update (O6HOBNeHne NPoOLNBKN YCTPOUCTB)

Monb3oBaTenb MOXeT yoanexHHo 0OHOBNATb NPOLUNBKY yCTpOVICTB, NOAKIMHYEHHbIX K LUSTH3Y.

Unit Firmware Update

Unit Information

Name Account Version
> Basic Settings ODP 100 \V0.3.231_5049a_20130131 20130129::V0.3.231_A048a_S2.1.6.1
HTC SMP 101 SMP_V0.3.23_Intercom_r3063

» Configuration File

» Certificate Update

» Firmware Update Update IDP Firmware

> Unit Update URL ]

» Log Level User | |
Password _ ]
Version | | ex 0322
Farce Update | Disable v

Annh

3.6 Log Level (YpoBeHb BeaeHuUs XXypHana)

MpucoeauHuB K winto3y e-Gateway KOHCOMbHbIN kaberb, BbIMOSIHUTE HACTPOWKY CepBuca BedeHus
XypHana.

Log Level

Seti EHome Private Protocol ¥ |log level tol None % |

Log Level List

> Basic Settings Application Name Log Level
» Configuration File EHome Private Protocol MNotice
> Certificate Update a Community Private Protocol Error
> Firmware Update et o
E Voice Error
> Unit Updiate
Monitor Error
> Log Level
Home Control Error
Photo Relay Error
Video Relay Error
Smart Home Control Proxy Error
File sync Error

Darmnta | lnarada Crrar v
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